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ABSTRACT
A self-organized network without a central coordinator that changes its topology frequently is called a MANET. Two
faraway nodes in a MANET seem to give an impression that they are situated close to each other due to the presence
of malicious nodes referred to as worm-hole nodes. Due to the dynamic change in topology finding route is very
difficult. Some nodes misbehave as they participate in route establishment phase but refuse to forward the data
packets to conserve their own energy. In this paper we are going to compare three different methods (PT method,
WAP method, TWOACK method) to detect misbehaving nodes. Simulation is carried through NS2 and the results of
misbehaving nodes are compared and tabulated.
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I. INTRODUCTION: Il. PLACING THE WORMHOLES IN
DIFFERENT MODES:

A worm hole is an attack on the routing protocol of a

Mobile Ad-hoc Network (MANET). In a wormhole
attack, two or more colluding nodes create an illusion that
two remote regions of a MANET are directly connected
through nodes that appear to be neighbors but are actually
distant from one another. This shortcut is created by
connecting the respective neighbors through a secret
communication channel. A wormhole thus allows an
attacker to create two attacker-controlled choke points
which can be utilized by the attacker to degrade or
analyze traffic at a desired time. Our focus on this paper is
to detect the worm hole attacks based on various metrics
and finding out the strength of the attack in the MANETS.
In our paper Section 2 describes the placement of
wormholes with different variations. Section 3 describes
the various metrics to measure the strength of the
wormholes with their analysis. Section 4 describes the
simulation study of the worm holes and their strengths
using three different proposed methods namely PT
method, WAP method and TWOACK method. Section 5
gives the summary and conclusion.

In this section we present different variations of a
wormhole attack.
2.1 In-band and out-of-band wormholes
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Figure 1: (a) Out-of-band wormhole using an external
wired link between attacker nodes 2 and 11, (b) Self-
contained in-band wormhole between nodes 2 and 11
using an overlay tunnel passing through another
colluder node 5, (c) Extended in-band wormhole by
creating false link between nodes 1 and 13 by attacker
nodes 2, 11, and 5.
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In an out-of-band wormhole, the colluder nodes establish
a direct link between the two end-points of the wormhole
tunnel in the network. This link is established using a
wired link or a long-range wireless transmission. Figure
la shows an out-of-band wormhole established in a
network by two colluding nodes. The wormhole attacker
then receives packets at one end and directs the packets to
be forwarded to the other end through the established link.
The attacker can thus analyze and tamper a large amount
of traffic through this link.

An in-band wormbhole, on the other hand, does not use an
external communication medium to develop the link
between the colluding nodes. An in-band wormhole
instead develops a covert overlay tunnel over the existing
wireless medium. An in-band wormhole can be a
preferred choice of attackers and can be potentially more
harmful as it does not require any additional hardware
infrastructure and consumes existing communication
medium capacity for routing the tunneled traffic. Figure
1b shows an in-band wormhole developed over a wireless
network using false OLSR messages. Nodes 2 and 11
create an illusion of being neighbors by sending false
routing advertisements of a 1-hop symmetric link between
the two nodes without the actual exchange of HELLO
messages. This false link information is propagated to
other nodes across the network via a broadcast of OLSR
Topology Control (TC) messages. This false link
information thus undermines the shortest path routing
calculations attracting many end-to end flows by
advertising incorrect shortest paths. The attracted traffic is
then forwarded through a tunnel with the help of a
third colluder node, node 5. This colluder node acts as an
application-layer relay for wormhole traffic between the
wormhole endpoints

2.2 Self-contained and extended in-band wormholes

We now describe two forms of in-band wormbholes:
extended in-band wormhole and self-contained in-band
wormhole. An extended wormhole creates a wormhole
that extends beyond the attackers forming the tunnel
endpoints. A false link is advertised between two nodes
that are not the attacker nodes. A potentially stealthier
self-contained wormhole, on the other hand, advertises a
false link between the attacker nodes themselves. Figure
1c presents an example of an extended wormhole. The
attacker nodes 2 and 11 forming the tunnel. End points
capture HELLO messages from nodes 1 and 13 and
forward them through the relay node 5 to pass through the
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tunnel to the other end. All subsequent OLSR control and
data messages are forwarded in a similar fashion. This
results in a false link between nodes 1 and 13 extending
the wormhole beyond the endpoint nodes 2 and 11. Figure
1b presents an example of a self-contained wormhole,
where the attacker nodes 2 and 11, forward their own
HELLO messages to each other, or simply falsely report
each other as neighbors by sending incorrect HELLO
messages. The incorrect HELLO messages, further
broadcast by TC messages, lead to advertisement of a
false link between the two attacker nodes 2 and 11,
developing a self-contained in-band wormhole.

I11. MEASURES OF WORM HOLES TO FIND
THEIR STRENGTH:

There are different metrics to measure the strength of the
wormhole present in a network. They are strength, path
length difference, attraction, robustness and packet
delivery ratio.

3.1 Strength:

It is the amount of traffic attracted by the false link
advertised by the colluding nodes. The effectiveness of a
wormbhole attack is based on the amount of traffic that can
be attracted by a wormhole. The larger the amount of
attracted traffic, stronger can be the wormhole attack on
the network traffic. We define the strength of a wormhole
attack as the number of end-to-end paths attracted by the
false link advertisement sent by the attackers. In other
words, the strength of a wormhole is the number of end-
to-end paths passing through the wormhole tunnel.

3.2 Difference in path length:

Another metric for a wormhole attack is the difference in
the advertised path length and the actual path length. For
instance, in Figure 1b the advertised path from 1 to 13
passes through the nodes 1, 2, 11, and 13, advertising a
path length of 3 hops. However, the actual path from 1 to
13 passes through the nodes 1, 2, 3, 5, 8, 11, and 13,
making the actual path of length 6 hops. This metric can
be useful for the purpose of detection of the wormhole.
Larger the difference between the actual path and the
advertised path, more anomalies can be observed in the
network.

3.3 Attraction:
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This metric refers to the decrease in the path length
offered by the wormhole. If the attraction is small then the
small improvements in normal path may reduce its
strength. For instance, in Figurelb, before the wormhole
attack, the path from node 3 to node 13 might pass
through the nodes 3, 5, 8, 11, and 13.After the wormhole
attack, the path passes through the nodes 3, 2, 11, and 13,
decreasing the path length by 1 hop.

3.4 Robustness:

Robustness of a wormhole refers to the ability of the
wormhole to persist without significant decrease in the
strength even in the presence of minor topology changes
in the network. The resilience of the wormhole to small
changes of topology is based on the amount of attraction
offered by the wormhole. If the attraction is small then
small improvements in normal paths can result in nodes
choosing alternative paths that do not pass through the
wormhole link, thus decreasing the strength of the
wormhole.

3.5 Packet delivery ratio:

This metric is a ratio which is the number of packets
delivered to the total number of packets dispatched. This
forms a basic metric to quantify the impact of intrusion.

IV. SIMULATION SCENARIO:

NS2 (version 2.34) network simulator is being used for
simulation study. Total number of nodes tested is 50.
Multiple topologies by changing the number of nodes
from 15 to 50 are run though the simulation process.
Multiple topologies are generated in a pseudo random
manner. Random way point access model is taken as the
base model for implementation. Since the performances
of reactive routing protocols are better than proactive
routing protocols, the metrics are analyzed through DSR,
a reactive protocol. Considering some of the end points as
wormholes, each time the simulation is carried out by
changing the topological structure. The TABLEI
discusses simulation parameters with tested values.

4.1 Simulation Parameters

Table 1
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Number of Nodes 50

Area — XY 800m

Traffic simulation Model CBR

Mobility Model RWP Access
Routing Protocol Reactive DSR
Packet rate 4.0

Packet size 128 bytes

Simulation time(Seconds) 1000

Transmission Range Around 50 metres

Parameter taken Actual approximate value

4.2 Results of Packet Delivery Ratio

PDR is the ratio of the total amount of packets received to
the amount of packets sent. If the numbers of malicious
nodes increase, then PDR decreases gradually. The higher
mobility of nodes causes PDR to decrease.

PDR = data packets received / data packets sent

Three different methods are taken for the comparison in
terms of packet delivery ratio and efficiency of producing
the throughput. They are Path tracing Method, Two way
Acknowledgement and the DSR .

4.2.1 Path Tracing (PT) Method:

Steps to detect the wormhole attacks using Path Tracing
Method

Step 1: Nodes in a path computes RTT values based on
the time between the RREQ sent and RREP received. The
RTT computation is based on its own clock.

Step 2: Compute per hop distance value using RTT value.
The computed per hop distance value and timestamp are
stored in each packet header.

Step 3: These information are stored to identify the
wormhole link. Every node in a path computes per hop
distance with its neighbor and compares it with the prior
per hop distance. If the per hop distance exceeds the
maximum threshold range, RTh, go to step 4.

Step 4: Check for the maximum count a link takes part in
the path. If FAcount > FATh, then the link is wormhole.
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Step 5: Mark the link as wormhole and the corresponding
node informs other nodes to alert the network. These
wormhole nodes are then isolated from the network.

Fig2: Flow Chart of PT Algorithm

The wormhole detection process is performed at the time
of route discovery to reduce overhead and make to our
proposal energy efficient. Per hop distance is calculated
based on RTT value and it is stored in the packet header.
The next set of nodes in a path compute per hop distance
and compares it with prior per hop distance. If it exceeds
the maximum threshold range then the wormhole link is
identified and then the frequent appearance of a link in a
path is counted. If that count also exceeds the maximum
frequent appearance count then wormhole attack is
confirmed. Then, corresponding node intimates all other
nodes about wormhole. Finally, the wormhole nodes are
isolated from the network.

4.2.2 WAP (Wormhole Attack Prevention) Method

In this section, we describe a method for preventing
wormhole attack called as Wormhole Attack Prevention
(WAP). All nodes monitor its neighbors’ behavior when
they send RREQ messages to the destination by using a
special list called Neighbor List. When a source node
receives some RREP messages, it can detect a route under
wormhole attack among the routes. Once wormhole node
is detected, source node records them in the Wormhole
Node List. Even though malicious nodes have been
excluded from routing in the past, the nodes have a
chance of attack once more. Therefore, we store the
information of wormhole nodes at the source node to
prevent them taking part in routing again

A B

I'r'?!r_'.
| B

—-"“:.‘."-i.
- = :

.:.:.g-'.'-i"“'q

0

WP

WET

Fig 3a) Neighbor node monitoring of legitimate
nodes
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Fig 3b) Neighbor node monitoring of wormhole
nodes

Moreover, the WAP has the ability of detecting both the
hidden and exposed attacks without special hardware. At
the link layer, it assumes that a node can always monitor
ongoing transmissions even if the node itself is not the
intended receiver. This typically requires the network
interface stay in the promiscuous reception mode during
all transmissions, which is less energy efficient than
listening only to packets directed to oneself. We also
assume that radio links are bi-directional; that is, if a node
A is in transmission range of some node B, then B is in
transmission range of A. We further assume that the
transmission range of a wormhole node is similar to a
normal node because more powerful transceiver is easy to
detect.

4.2.3 TWOACK-scheme to detect wormholes

2ACK scheme importantly simplifies the detection
mechanism Details of the 2ACK Scheme. The 2ACK
scheme is a network-layer technique to find links and to
extenuate their effects. It can be implemented as an add-
on to existing path protocols for MANETS, such as OLSR
and any other routing protocols. The 2ACK scheme finds
a good behavior through the use of a new type of
acknowledgment bundle, termed 2ACK. A 2ACK bundle
is assigned a fixed path of two hops (three nodes) in the
contrary direction o the data traffic path. The 2ACK
scheme is a network-layer technique to detect
misbehaving links and to mitigate their effects. It can be
implemented as an add-on to existing routing protocols
for MANETS, such as OLSR. The 2ACK scheme detects
misbehavior through the use of a new type of
acknowledgment packet, termed 2ACK. A 2ACK packet
is assigned a fixed route of two hops (three nodes) in the
opposite direction of the data traffic route. The 2ACK
scheme finds a good behavior through the use of a new
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type of acknowledgment bundle, termed 2ACK. A 2ACK
bundle is assigned a fixed path of two hops (three nodes)
in the contrary direction of the data traffic path.

Notations and Assumptions:-

» Data pkt Unique ID (DUID) : This is used to
record the unique packet id of the sent Data
packet.

» Data pkt Sent Time (DST) : This records the
time at which Data packet is sent.

» Cpkts : This gives the total number of Data
packets that are sent.

» D2ACK : This records the Data packet ID for
which the observing node has received the
2ACK packet i.e., 2ACK Packet is received for
this Data packet.

» 2ART (2ACK Receive Time):This records the
time at which the 2ACK packet is received.

» R-CNT : It counts the total number of 2ACK
packets that are received by the observing node.

» Cmiss : It counts the total number of Data
packets for which the 2ACK packet is not
received.

» Rmiss : It is the ratio of the Cmiss to the total
number of Data packets sent, i.e., Cmiss/ Cpkts.

At N1, each ID will remain on the record for ’t’ seconds,
the respite for 2ACK reception. If 2ACK bundles
matching to this ID arrive in front the timer exits, the ID
will be took out from the records. Other than, the ID will
be taken out at the last of its look out time separation and
a counter called Cmis will be incremented. If N3 receives
a data bundle, then calculated whether it wants to send a
2ACK bundle to N1. In order to cut down the extra path
overhead reason by the 2ACK outline, only a divide the
data bundle will be acknowledged verses multi hop
bundle. Such a divide termed the acknowledgment
proportion, Rack. By changing Rack, we can dynamically
tune up the overhead of Many-Hop bundle transmissions.
Client N1 remarks the behavior of link N2—N3 for a
session of time Tobs. At the last of the session, N1
determines the proportion of losing 2ACK bundles as
Cmis / Cpkts and compare it with a threshold Rmis. If the
proportion is greater than Rmis, link N2—N3 is
announced misbehaving and that particular link is being
removed from the routing table. Since only a divide of the
get data bundle are acknowledged, Rmis could simplify
Rmis > 1- Rack neglect false alerts reason by such a
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partially acknowledgment technique. Every client getting
such a 2ACK packet remarks the link N2—N3 as
misbehaving and sums it to the black records list of such
misbehaving links that it controls. When a client begins
its own data traffic after, it will avoid using such
misbehaving connects as a part of its path.

2ACK: N3-N2-N1

6. & EC

Data Traffic

Fig4: Two-ACK Method

The graphl shows the packet delivery ratio of various
proposed methods to detect the malicious nodes. In that,
X-axis specifies the percentage of misbehaving node and
Y-axis specifies the packet delivery ratio. In X-axis the
range is from 0 to 40% of misbehaving nodes and in Y-
axis the range of PDR is from 0.5 to 1.Three different
notations are used to show the results obtained for various
algorithms proposed and the notations are also shown in
graphl.

Graph 1: Variations in PDR with respect to the
malicious node

Graphl shows a comparative PDR of different algorithms
proposed to identify the wormhole attacks. It is drawn on
the basis of the various metrics of wormholes like
strength, path length difference, attraction, robustness and
PDR. Here we compare the PT algorithm with WAP and
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TWOACK algorithm. When the fraction of malicious
node occurrence is 0 all these algorithms give a good
packet delivery ratio. If it is increased to 40% TWOACK
gives 0.50, WAP gives 0.55, PT algorithm gives 0.65. PT
algorithm produces 15% better performance than other
techniques.

V. CONCLUSION:

In this paper we have analyzed various measurements
which helped me to identify the wormhole attacks in
terms of multiple parameters. A great emphasis to DSR
protocol with Random way point Model is taken for
analysis and to tabulate the result. The results are also
compared with various methods to produce a PDR with
constant bit rate traffic model. The results are obtained by
changing the topology of the network when the simulation
is carried out.
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